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Funded Industrial Cooperative Award in Science & Technology (iCase) Doctoral Studentship – Enhancing the Security of Trusted Execution Environments (TEEs)

Start Date:  13th  Jan 2025 
Application Deadline: 21st of Oct 2024
Interview Date: 3rd of November 2024

Royal Holloway, University of London is delighted to announce a call for applicants for a fully funded Industrial Cooperative Awards in Science & Technology (iCase) doctoral studentship, from October 2024. The doctoral studentship is provided by EPSRC and the industrial partner ARM. 
The studentship will focus on the forefronts of cybersecurity research in cyber security aiming to address the increasingly sophisticated microarchitectural covert and side channel attacks, for processors and Trusted Execution Environments (TEEs). With the rise of these complex vulnerabilities, there is a critical need for automatic detection and innovative mitigation strategies.
The project will be supervised by Prof Konstantinos Markantonakis, director of the Smart Card IoT Security Centre (SCC) of the Information Security Group at Royal Holloway University of London. 
The student will be expected to spend full time at Royal Holloway and a period of at least 3 months with the industrial sponsor (ARM). Therefore, the studentship will be undertaken on a full/part -time basis.
 We encourage the widest range of potential students to study for this studentship and are committed to welcoming students from different backgrounds and non-standard pathways. 

Project Overview
The successful candidate will embark on a groundbreaking research journey to develop advanced AI methodologies capable of automatically discovering potential covert channels and speculative execution vulnerabilities. By leveraging artificial intelligence, the project seeks to analyse system logs and metrics in-depth, identifying microarchitectural behaviours indicative of such attacks. The analysis will explore post-incident analysis and it will also consider performance and security considerations for real-time execution analysis. The ultimate goal will be to provide implemented countermeasures against the identified vulnerabilities. 
Furthermore, at the boundaries of the proposed research effort it is expected to explore the use of compiler plugins as a novel approach to identifying and patching these vulnerabilities, offering a more secure computing environment against these pervasive threats. This PhD project, situated at the intersection of AI, cybersecurity, and software engineering, offers an excellent opportunity for a candidate passionate about making impactful advancements in securing computing infrastructures against next-generation cyber threats.

Details of Award
The iCase studentship will fund a full-time studentship for 4 years (48 months), including a 3 to 6 month placement with the industrial partner (ARM) for career enhancing research activity. Students must submit their thesis within their funded period. 
[bookmark: _Hlk160449461]The award pays the Home tuition fees (currently £4,786 for the 2025/2026 academic year). 
The scholarship provides the standard UKRI rate for each academic year (currently £19,237 for a full-time student in 2024/25) plus London Weighting of £2,000. 

Further details can be found on the iCase doctoral studentship website, here. 

The project will have to be undertaken on a full-time basis only. 
The successful candidate will be a doctoral candidate at Royal Holloway and may be required to attend optional events and courses related to information security.

Eligibility
This studentship is open to UK applicants, only. 

To be classed as a home student, candidates must meet the following criteria and the associated residency requirements:
· Be a UK National or,
· Have settled status or,
· Have pre-settled status or,
· Have indefinite leave to remain or enter
· If a candidate does not meet the criteria above, they would be classed as an International student.
The candidate will research and develop prototypes combining theory and practice in the fields of operating system and firmware design; processor and TEE application development; Thorough understanding of application execution in processors and TEEs along with associated theoretical and practical understanding of key microarchitectural attacks, is essential; Optional strong low-level skills (Assembly, C/C++) and FPGA development, microcontrollers, and system security would be advantageous; AI and ML techniques combined with fuzzing analysis are a bonus. 
A capacity to conduct independent theoretical/computational work is essential in addition to a strong background in Information Security Computer Science and/or Electronics Engineering. Ideally, this will be evidenced through relevant work, e.g. degree projects, industrial experience etc.
The successful candidate will join the Smart Card and IoT Security Centre (SCC) of the Information Security Department (ISG) in Royal Holloway University of London. The department has a thriving community of PhD researchers, created one of the first MSc degrees in Information Security in the early 90’s, has been recognised as an NCSC Academic Centre of Excellence in Cyber Security Research (ACE-CSR).
You must have, or expect to gain, a minimum 2:1 Honours degree or international equivalent in Information Security, Computer Science Electronics Engineering. A capacity to conduct independent theoretical/computational work is essential.
Applicants should ideally have or expect to receive a relevant Masters-level qualification, e.g. MSc in Information or Cyber Security, Computer Science and or Electronics Engineering, by the time of taking up the appointment, or be able to demonstrate equivalent experience in a professional setting. 
Applicants whose first language is not English require an IELTS score of 6.5 overall with a minimum of 5.5 in each subsection.
All applicants must meet UKRI terms and conditions (for iCase awards) funding for a FT home applicant. 

How to Apply
Interested candidates are required to provide:
· A brief statement (max 3 pages) on how your goals and experience are matched with the required skills and goals of this project.
· A CV including the contact information for two references.
· Degree transcripts and certificates (or expected degree classification) and, if English is not your first language, a copy of your English language qualification if already completed.
· All interested candidates are required to apply formally through the Royal Holloway Applicant Portal: Sign In (elluciancrmrecruit.com). Please ensure that:
· In the Research Proposal document section of the application, please include “RHUL ARM studentship competition” as the name of the studentship.
· “Prof Konstantinos Markantonakis,” is stated as the academic contact/supervisor for the studentship.
· Your application is quoting reference: REF_KMiCase24
· All prospective students are strongly advised to first make informal contact with the lead supervisor Prof Konstantinos Markantonakis (K.Markantonakis@rhul.ac.uk).
	
Further Important Information
· Please note that appointment of the PhD student is subject to availability or clearance of funding from the relevant funders.
· For informal enquiries about the project, please contact Prof Konstantinos Markantonakis (K.Markantonakis@rhul.ac.uk). 
· For information or queries about the Royal Holloway application process, please contact the Royal Holloway Admissions Team (Applicants@rhul.ac.uk). 
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